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Abstract - As Internet business exponentially grows, the 

need for high security level categories to identify groups of 
connections or individual transactions is manifest. The 
development of an efficient and secure communication 
protocol seems to be highly demanding. In this paper, we 
propose Adaptive Secure Protocol to support secure e-
commerce transactions. Our Adaptive Secure Protocol 
dynamically adapts the security level based on the nature and 
sensitivity of the interactions among participants. The 
security class incorporates the security level of cryptographic 
techniques with a degree of information sensitivity. We 
implement Adaptive Secure Protocol and measure the 
performance of Adaptive Secure Protocol. The experimental 
results show that the Adaptive Secure Protocol provides e-
commerce transactions with high quality of security service. 

 
1. Introduction 

 
As an electronic commerce exponentially grows, the number of 

transactions and participants who use e-commerce applications has 
been rapidly increased. Since all the interactions among 
participants occur in an open network, there is a high risk for 
sensitive information to be leaked to unauthorized users. Since such 
insecurity is mainly created by the anonymous nature of 
interactions in e-commerce, sensitive transactions should be 
secured. However, cryptographic techniques used to secure e-
commerce transactions usually demand significant computational 
time overheads, and complex interactions among participants 
highly require the usage of network bandwidth beyond the 
manageable limit. 

A current study in the area of e-commerce has been leading 
toward a design of a secure but an efficient transaction protocol that 
supports diverse security levels according to a degree of 
information sensitivity. Current e-commerce protocols do not still 
support  such diverse secure interaction mechanism, although there 
are some exceptions of [4][7][20]. Some recent researches [15][25] 
focus on commercial protocols, such as STT (Microsoft Secure 
Transaction Technology), SEPP (Secure Electronic Payment 
Protocol) and SET (Secure Electronic Transaction). Some 
cryptographic researches study  the areas related to digital receipt 
[2], digital signature [17][28] as a resolution of disputes, and 
validation of evidence [27][24]. Also, some researches deals with 
building a secure infrastructure based on XML and designing a fair 
non-repudiation protocol [2][26][29][5][6]. There are security 
services in distributed systems, which are built for an open and 
heterogeneous e-commerce in mobile communication, CORBA, 

and agent-based e-commerce systems [13][16][22][26].  
The design of a secure but efficient transaction protocol in e-

commerce is a highly challenging task due to tradeoffs between 
efficiency and security. For a desired quality of transaction service 
in e-commerce, a secure transaction protocol should protect 
sensitive information while maintaining efficiency. Therefore, the 
secure transaction protocol should be more dynamic and adaptive 
so that an appropriate security level can be selected according to a 
degree of information sensitivity.  

To address efficiency and security tradeoffs in e-commerce 
environments, we developed a dynamically configurable and 
adaptive secure transaction protocol called the Adaptive Secure 
Protocol. Our Adaptive Secure Protocol dynamically adapts the 
security level according to the degrees of complexity of network 
congestion and the sensitivity of information enclosed in 
transactions among participants.  

In order to develop the Adaptive Secure Protocol, we first 
define an explicit notion of security levels considering the inherent 
tradeoffs between performance vs. security in e-commerce 
transactions. The development of security class aims to overcome 
the limitation of the traditional transaction model, which sticks on a 
uniform use of cryptographic techniques, by employing 
classification of computational and domain-specific aspects. 
Diverse aspects are considered to determine the security levels. 
They are domain-independent persp ective (system and network 
capabilities), domain-dependent perspective (e-commerce) and 
customer's personal perspective. Our security classes describe the 
security levels and their associated cryptographic technologies to 
meet the requirements of the diverse perspectives.  

Second, our Adaptive Secure Protocol comprises a suite of 
heuristics that realize dynamic security levels as well as heuristics 
that decide when and how to apply dynamic security. We 
emphasize the provision of dynamic user and application-driven 
security levels adjusting transaction environment and content 
during an application execution. Heuristics vary security levels to 
remain within a domain-specific level and user specified range 
while adapting to changing network congestion and system 
capability. The dynamic decision rules are employed to make the 
best decision on the security level of e-commerce communication. 
The adaptation process depends on information sensitivity, identity 
of transaction participants, system and network situations.  

Our Adaptive Secure Protocol is fully implemented in our 
system, called the ASE-COM (Adaptive Secure E-Commerce) by 
utilizing a security class library and dynamic heuristics. The paper 
is organized as follows. Section 2 identifies the requirements to 
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adjust the level of security and describes the ASE-COM 
architecture. Section 3 describes the detailed design of our 
Adaptive Secure protocol. Section 4 presents the experimental 
results. Section 5 concludes this paper.  

 
2. Adaptive Secure E-commerce (ASE-COM) 

System 
 
To build an efficient and secure e-commerce system, it is 

necessary to identify the requirements inherent to complex and 
diverse e-commerce transaction. Before presenting Adaptive 
Secure Protocol, we will identify requirements for adaptive secure 
e-commerce transaction and classify them into four categories: 
system dependent perspective, network dependent perspective, 
domain-specific perspective (e-commerce) and customer's personal 
perspective. The meaning of "secure" is to protect any information 
from leakage using cryptographic techniques and "adaptive" means 
the system bears the system and network level changes and security 
level evolvement to meet those changes. The architecture of the 
proposed ASE-COM system, which is composed of a security class 
library as a framework, a security classifier component with a set of 
heuristics, a message generator component for message encryption 
and a message retriever component for message description, will be 
presented. 

 
2.1. Requirement Classification for Secure E-

commerce Transaction 
 
We have classified the requirements for adaptive security 

services into the following four categories: system, network, 
domain, and user. Well-classified requirements can serve as one of 
the important bases for the adaptive mechanism development. 

 
(1) System dependency: There are domain-independent features 

in determining the security level. For instance, system 
configuration such as CPU and memory, is domain independent. 
The time to generate, deliver, and retrieve an e-commerce 
transaction message can be predicted for a given system capability. 

(a) Computational overhead: The computational overhead for a 
specific cryptographic method can be quantified. The number of 
security operations performed over time measures the performance 
of message generation (encryption) and retrieval (decryption). This 
is a generic requirement, which is not determined by either domain 
or user. Under a same hardware and operating system configuration, 
the overhead measurement will be always consistent. 

(b) Message/Key size: The size of message and the size of key 
used for cryptographic algorithm can be quantified. It is important 
to measure them, since the message/key size directly affects the 
computational overhead of a given cryptographic method. 
Sometimes, different cryptographic algorithms can be applied to 
different parts of a message and different size of keys can be 
applicable according to their sensitivity. However, how to 
determine/select sensitive parts in a message is a user and domain 
specific issue. 

 
(2) Network dependency: This is also a generic requirement, 

because the security level is not effected ether by the domain or a 
user under a same network configuration. 

(a) Network congestion: The network congestion can be 
quantified as the time required for message transmission. An 
average network transmission time during a certain period of time 
can be computed and applicable for an adaptive security. The rate 
is automatically changed by an adaptive heuristic that modifies this 
value with changes in system capability or user requirements.  

(b) Message size: It is necessary to quantify the size of message, 
because the message size to be delivered also directly affects the 
message transmission overhead.  

(c) Network type: It is necessary to identify the network type 
required for communication between Participants: It can be 
determined by not only the physical network location or 
configuration (LAN, WAN or Internet) of the participants but also 
the degree of interaction through the network. 

 
(3) Domain dependency: E-commerce application itself may 

have some notion of what the secure information is, who the 
important participants are, when to apply and what kind of the 
cryptographic technologies can be applied. 

(a) Message Size: It is necessary to quantify the size of message. 
The message size directly affects the computational and message 
transmission overhead. Among the whole message, a certain part 
may be more sensitive than other may. The selection of the 
sensitive portion is domain specific. 

(b) Message Sensitivity: It is necessary to quantify the degree of 
sensitivity of messages in the e-commerce transactions because the 
sensitivity degree affects the selection of cryptographic methods. 

(c) Participants: It is important to identify the participants and 
their roles in e-commerce transactions. Then it is possible to 
determine the degree of interactions in such transactions and the 
degree of sensitivity of messages used in the interactions. 

 
(4) User dependency: Each participant may specify what 

information and which participants are important or how many 
resources (time, cost, computing power and security) are available 
for e-commerce transaction. So the user may select security level, 
specify the priority of heuristics, or leave this task to the automated 
option provided.  

 
In this section, we reviewed requirements for adaptive secure e-

commerce transaction from four different perspectives. For these 
identified requirements, we will further classify them into security 
classes (Section 3.1) and determine how certain heuristics 
dynamically adjust security levels (Section 3.2). This allows 
applications to execute with a specified degree of strong 
authentication while avoiding some performance bottlenecks often 
associated with these types of security procedures. 

 
2.2. Architecture of ASE-COM System 

 
The ASE-COM system is developed for an efficient and 

adaptive e-communication transaction. The architecture (Fig. 1) 
shows four primary components: Cryptographic Class Library, 
Security Classifier, Message retriever, and Message Generator. The 
library provides a well-defined interface that can be embedded in 
application programs to the message generation and retrieval 
components. As a part of the interface, the security classifier 
dynamically provides a set of heuristics for reasonable mapping 
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between an e-commerce transaction database (DS-DB) and security 
classes in the security library. The adaptive decision on how to 
generate and deliver messages among the transaction participants is 
made according to four aspects described in Section 2.1. The 
message generator and the message retriever utilize the security 
classes in the cryptographic class library and the dynamic heuristics 
for the most appropriate security level at a certain situation for 
inter-party communication in an e-commerce transaction. The key 
to this flexibility and efficiency is that the protocol incorporates 
diverse cryptographic techniques and time functions.  

 
 

Securi ty
Class-I

Securi ty
Class-II

Securi ty
Class-III

Securi ty
Class-IV

Cryptographic Class Library

Message
Generator

DS-DB

Encrypted message

Message

Message
Retriever

Decrypted message

Encrypted message

Security
Classifier

rule1

rule2

rule3
rule4

Fig. 1. Architecture of ASE-COM system 

 

 
The ASE-COM system simplifies the complex e-commerce 

transaction by utilizing the protocol interface with pre-defined 
classes of common security messages and heuristics on when and 
how to generate and deliver the message. In addition, the system, 
which provides a rich set of communication mechanisms, can 
reduce the computational overhead required at runtime invocation 
and may support an efficient e-commerce transaction environment 
in terms of generating/delivering/verifying messages. 

 
3. Design of Adaptive Secure Protocol 

 
The security classes in the Cryptographic Class Library (Fig. 

1) are formalized by prioritizing credential messages with their 
corresponding security levels. Thus, the class library provides a 
framework in selection of an appropriate security class for 
transaction message according to the degree of information 
sensitivity. The security classifier component contains a set of rules 
describing heuristics, which can dynamically map between 
prioritized credentials and computational environment.  

 
 

3.1. Formalization of Security Class 
 
We classify communication messages used among e-commerce 

transaction participants into four-security classes according to their 
security level. Four primary criteria of the classification of security 
levels are described in Section 2.1: (1) Domain dependent aspect 

such as the protection degree of sensitive information, (2) System 
dependent aspect such as the cost measured by the computational 
speed performance of cryptographic techniques, (3) Network 
dependent aspect such as the message transmission rate between a 
sender and a receiver, (4) User dependent aspect which is an 
optional case for user-driven selection on the degree of message 
sensitivity. Table 1 describes the formal notations used in our 
protocol definition. 

 
Table 1. Formal Notations for Adaptive Secure Protocol 
X Stands for the message,  

Secret key Stands for secret key encryption,  
Public key Stands for public key encryption,  

Dynamic key 
Stands for a key determined by a dynamic 
heuristic. 

RANDletter[numbe

r] 
Represents a random number technique, where 
letter = {a,…, z} and number = {1,2, …, N} 

K[A][B]1 and 
K[A][B]2 

Represents the first and second shared secret 
keys used in communication between A and B 
using DES, where A, B ∈ Participants 

K[A] 
Stands for A’s private key where A ∈ 
Participants  

K[A]-1 
Stands for A’s public key where A ∈ 
Participants 

MD = H(X) 
Represents that the value of MD (Message 
Digest) is produced by one-way hash function, 
H(),  for input X  

{X}K 

Represents the content of message, X, 
encrypted by the key K. For instance, 
{{X}K[A][B]1}K[A][B]2 stands for X encrypted  
under 3DES with K[A][B]1 and K[A][B]2. 

{A | B} 
Represents the content of message containing 
A and B.  

S → R [X] 
Represents the flow of a message X 
transmitted from S (sender) to R (receiver). 

 
First, we prioritize cryptographic techniques and formalize their 

degree of security.  The formalization is determined in terms of 
message confidentiality [21][23] and message integration [3][18], 
and origin authentication [8][9].  The message confidentiality can 
be described by secure and public key encryption techniques such 
as DES or 3DES. Our security levels are determined by the number 
of secret and public keys and the way to encrypt the keys. In our 
formula as shown below, as the number of keys is increased, the 
security level becomes higher but the computational overhead is 
increased.  
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The public key encryption is more secure than secret key 
encryption because the secure key encryption shares a key among 
participants and the public key encryption has two different keys, 
private and public, to encrypt and decrypt the message.  

Second, the message integration and the origin authentication 
use message digest techniques such as SHA-1. Multiple message 
digests (Mddynamic ) signed with a private key is stronger than a 
single message digest signed with a private key. However, An 
intruder can attack message digests (Mddynamic ) signed with a 
private key by tricking message digest [18]. Therefore, the original 
whole message signed with a private key is much stronger than 
multiple message digests (Mddynamic) because it is not easy for an 
intruder to steal the whole original message without knowing a 
private key. We prioritize the strength of message integration and 
origin authentication as follow:  
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Based on (1) and (2), we formalize our four security classes. 

These security levels are prioritized according to the order of 
security level/performance from lowest/fastest to highest/slowest as 
follow.  
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Table 2. Description of security classes 

Security 
Class 

Cryptographic 
Algorithms 

Encoding 

SC-1 
DES, SHA-1, 
Random 
number, RSA 

S : MD = H(X) 
S → R : {X}K[S][R]1, {{MD 
| RAND1}K

[S]} K[s][R]2  

SC-2 
DES, 3DES, 
SHA-1, Random 
number, RSA 

S : MD = H(X) 
S → R : 
{{X}K[S][R]1}K[S][R]2 , 
{{MD | RAND1}K

[S]} 

K[s][R]1 

SC-3 
3DES, Random 
number, RSA 

S → R : {{{X | RAND1} 

K
[S]} K[s][R]1} K[s][R]2 

SC-4 
Random 
number, RSA 

S → R : {{X | RAND1} 

K
[s]} K

[R]-1 
 
 

Table 2 describes the details of our four security classes in 
terms of cryptographic algorithm, encoding, latency, and security 
level. The Security Class 1 (SC1) is the lowest security level in our 
Adaptive Secure Protocol and is defined in a combination of DES, 
SHA-1 and RSA. In the SC1, RSA is used for digital signature for 
digested message, one-way hash function SHA-1 for message 
digesting and DES for the encryption and decryption of message. 
This security class is similar to SET's shared key exchanging 
technique, except we use the two different keys in stead of one key. 
In the Security Class 2 (SC2), 3DES is additionally used for 
encrypting and decrypting message. Compared to SC1, the security 
level in the SC2 is increased and the computational overhead is also 
increased. In the Security Class 3 (SC3), private key is used to sign 
the message instead of signing the digested message. In the 
Security Class 4 (SC4), two shared secret keys, supported by Public 
key encryption (RSA), are used to encrypt message (shared secret 
keys) and to decrypt the message (receiver's private key). RSA 
requires the most expensive computational cost but it supports the 
highest security capabilities. Since the SC4 is restricted to the 
message sized less than 1K bytes, the performance of SC4 is 
relatively acceptable.  

 
3.2. Making an Adjustment Decision 

 
The security classifier component in our ASE-COM system 

supports the selection of the most appropriate security class in a 
given situation (Fig 1). The e-commerce transaction situations are 
considered to decide whether to increase, hold or decrease the 
security level for communication. The security level of the e-
commerce transaction is adjusted according to the decision of the 
transaction state analysis (system and network level). The user can 
set the range of adjustable security, i.e., specify the minimum and 
maximum security. 

The security classifier component contains a set of adaptive 
decision rules about security class. The rules are defined from four 
requirement perspectives described in Section 2.1. The first rule 
allows involvement of participants or domain expert to make a 
decision on a security level. A participant or domain expert may 
determine the threshold on sensitivity of message and maximum 
period time he/she wants to investigate for the services (generation, 
transmission, and retrieval). The adjustment decision about the 
security level is determined by the inputs from participants or 
domain experts. Unlike the first rule, the rest of rules consider an 
automated decision making situation for the adjustment of the 
security level. The second rule is when the message size or security 
level is higher than a certain threshold, it is partitioned into several 
sub-messages, include digital signatures, then encrypt them 
separately using message digest techniques. In this case, the 
receiver may have a responsibility to decrypt each of them and 
combine them in order. The third rule is for the security level 
adaptation according to the system computational capability 
(encryption and decryption). The forth rule is for the security level 
adaptation by the network dependency (the highest average 
network delay, message sensitivity, and message size). A final 
decision on security class is made by Rule 5. The dynamic decision 
making (DDM) algorithm specified in Rule 5 makes a collective 
decision based on local decisions from four different perspectives 
(Rules 1-4). We now review the rules in detail. 

Security 

Latency 
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Adaptive Decision Rule 1: This rule determines a security 
level based on the characteristics of domain dependent features or 
user driven selection. Specifically, the security class is determined 
according to the information sensitivity, the message size, the 
sender and the receiver of the message which the e-commerce 
domain or user specified. 

Algorithm 1: User/Domain Driven Security Level  
Input: M  
Output : SL 
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Adaptive Decision Rule 2: To apply this rule, there are two 
conditions to be satisfied: (1) the sensitivity level determined by 
Rule 1 is higher than 3 and (2) the message size is bigger than the 
threshold (Sizethreshold ). The rule describes a method, called 
iterative message digest, to partition a message into several sub-
messages and encrypting them. The steps in the iterative message 
digest method are as follows: (1) produce the message digest of the 
message (MS[S][R]) between Sender (S) and Receiver (R) (2) 
retrieve the block size (Blockdivision) of the message based on the 
total number of message digests (Mdtotal_num) (3) retrieve blocks 
(Blockn n = 1,…,total_num) and (4) sign the message digests 
generated from the blocks. (5) attach singed message digests 
(MDdynamic). By generating multiple message digests, we can 
maintain the security level without much affecting the performance.  

Algorithm 2: Adaptive Message Digest Function 
 Input: SL, M 
Output: MD 
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Adaptive Decision Rule 3: This rule describes the system depe
ndent aspect such as different costs of the communication and in pa
rticular, how they might change with different processors and to ad
apt the heuristics to adjust the security level accordingly to the cost. 
There are two algorithms to handle the encryption time (time to gen
erate an encrypted message) and the retrieval times (the time to retr
ieve a decrypted message). Algorithm 3-1 receives M, the message 
to be generated, and SL determined by Rule 1 as input and returns 
T1, the message generation time extracted from pre-computed 
lookup table where n is the number of encoding method. Algorithm 
3-2 computes the decoding time of the message to be transmitted. 

The Parameter Sys specifies the computational capacity of 
participant systems for the message generation and verification. 
Refer to [12] for the details. 

Algorithm 3-1: Estimated Time for Message Generation 
Input: M, SL  
Output: Tg 

( )( )∏
=

←
n

i
encoding SLMSizeofSysLookupTg
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Algorithm 3-2: Estimated Time for Message Verification 
Input: M,SL  
Output: Tv 

( )( )∏
=

←
n

i
decoding SLMSizeofSysLookupTv

1
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Adaptive Decision Rule 4: The message transmission times are 
the one-way times to transmit the encrypted message from sending 
to receiving machines.  When the network traffic is high (measured 
by manipulating the average round trip time of the previous 
messages), the class adjustment rules are applied to adjust the 
network situation. Algorithm 4 estimates the message transmission 
time at the current network situation computed based on the round 
trip time of the previous message. There are two cases to be 
consider for the message transmission time: In case of the initial 
message, a sender uses initial estimated time Td' for the message 
transmission time. For subsequent messages, the sender estimates 
the transmission time Td" based on the round trip time (RTT) of 
previous messages. Algorithm 4 is designed followed by [10], [11], 
and [19]. We consider the message size as a variance (a is the 
ceiling ratio of the message to be delivered with at least 1). 
Therefore, depending on the size of message, the estimated 
message transmission time will be varied. 

Algorithm 4: Estimated Time for Message Transmission 
Input: M, M’, M, A, D, g, h, Ei 
Output: Td 
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Adaptive Decision Rule 5: The security classifier component 
in our ASE-COM system supports to select the most appropriate 
security level for an e-commerce transaction in a given situation. 
The dynamic decision making function (DDM) adapts actual e-
commerce transaction situations for the decision on whether to 
increase, hold or decrease the security level for communication. 
The selected security class represents a "best selection" at a given 
transaction situation to protect transaction information with an 
appropriate degree of encryption. Algorithm 5 describes the 
detailed adaptation behaviors of Adaptive Secure Protocol by 
employing the adaptive decision rules (Rules 1 - 4).  

Algorithm 5: Dynamic Decision-Making Function (DDM) 
Input: M 
Output: Security Class 
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4. Experimental Results 
 
The prototype of the ASE-COM system is implemented under 

an Ultra10 SUN workstation with 64 MB physical memory and 100 
clock tick scales in a second. The Adaptive Secure Protocol used in 
ASE-COM system is implemented with the RSAEURO 
cryptography library [1] and gnu c compiler. In our experiments, 
we measured the performance of the security classes and the effects 
of our dynamic decision rules. 

 

4.1. Performance of Security Classes  
 
We performed a set of experiments to measure the performance 

of security classes under conditions of different message size and 
security levels. Also, we measured the optimal size of message and 
total computing time taken for en/decryption in each security class. 
Table 3 shows the performance of four security classes applied to 
the secure message transaction occurred in the ASE-COM system. 
The performance of security classes seems to be proportional to the 
level of security classes and the size of en/decrypted message. 

However, the degraded performance of security classes seems to be 
much worse with respect to the message size. Especially, the 
performance of SC3 shows a significant performance falloff in 
encryption and decryption of a message as the message size 
increases. It is necessary to take full advantage of Rule 2 (Adaptive 
Message Digest) described in section 3.2 for lower computational 
time in SC3. 

 

4.2. Effects of the Adaptive Decision Rules 
 
We also analyzed effects of the dynamic adapting mechanism of 

our ASE-COM system. In order to measure the effects, three 
variables are considered: message size and computational time and 
network situations. To show the effects of dynamic decision in 
terms of message size, we first measure the performance of 
transactions occurred in the ACE-COM system when adaptive 
decision rules are applied to SC3. Dynamic message digests 
( |MDdynamic| ) varying from |MDdynamic | =2  to |MDdynamic | =4 are 
generated to model the parameter of message size in experiments. 
When adaptive decision rules are applied, the performance of 
Adaptive Secure Protocol in ASE-COM system (Fig. 2-b) is almost 
100 times faster than that of SC3 without adaptive decision rules 
(Fig. 2-a) where the message size ranges from 8K to 64K. Fig. 2 
demonstrates a remarkable performance improvement through the 
utilization of adaptive decision rule mapping between dynamic 
environmental factor (i.e., message size) and dynamic message 
digest mechanism. Note that the performance is slightly decreased 
as the number of message digests increases shown in Fig. 2-b. The 
reason is the computational overhead required for encrypting the 
increased message digests. 

Second, we attempt to improve subsequent round trip time of a 
message transmission by applying the adaptive decision rules  

(Rules 3 and 4). In a heavy network traffic situation, the level of 
security class for a message may be degraded. The performance of 
the Adaptive Secure Protocol under adaptive decision rules (Fig. 3-
b) is almost 100 times faster than that of Adaptive Secure Protocol 
without adaptive decision rules (Fig. 3-a) when a heavy traffic 
situation occurs. 
 

5. Conclusion 
 
A prototype of the Adaptive Secure Protocol was implemented 

and a set of experiences was performed. The experimental results 
showed that the Adaptive Secure Protocol improved the interacting 
performance, while providing high quality of security service for 
desired e-commerce transactions. Our ASE-COM system with 
secure class concept and dynamic authentication heuristics seems 
to be a suitable protocol for adaptive secure processing and offers 
the ability to make a dynamic decision dealing with the tradeoff 
between security and performance. The proposed protocol can be 
used to resolve impending problems in e-commerce and has huge 
potential to penetrate into the Internet markets. 
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Table 3. Performance of Security Classes 

SC1 SC2 SC3 SC4 Message Size 
(Bytes) Generation 

(sec) 
Verification 

(sec) 
Generation 

(sec) 
Verification 

(sec) 
Generation 

(sec) 
Verification 

(sec) 
Generation 

(sec) 
Verification 

(sec) 

8 0.85 0.05 0.85 0.05 0.85 0.05 0.9  0.9  

64 0.85 0.05 0.85 0.05 0.85 0.05 0.9  0.9  

117 0.85 0.05 0.85 0.05 0.85 0.05 0.9  0.9  

256 0.85 0.05 0.85 0.05 1.85 0.109 1.96 1.96 

1K 0.85 0.05 0.85 0.5  7.43 0.43 

8K 0.87 0.07 0.89 0.1  59.54 3.53 
64K 0.99 0.19 1.11 0.31 476.31 28.20 

256K 1.43 0.63 1.9  1.1  1905.26 112.82 
1M 3.11 2.31 5 4.2  7621.06 451.30 
2M 5.37 4.57 9.15 8.35 15242.12 902.61 
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Fig. 2. (a) En/decryption execution time of SC3 without adaptive decision rules and (b) SC3 with adaptive decision rules
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Fig. 3. (a) Adaptive Secure Protocol without adaptive decision rules and (b) Adaptive Secure Protocol with adaptive decision rules in a heavy 
network traffic situation 
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